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Vulnerability & Compliance Management System
Datasheet

Continuous Security Auditing

x Continuously discovers, analyzes, and tracks network security posture

x Operates gently in the background requiring no user intervention

x Automatically identifies and audits network assets

x Auto-assigns security problems to technicians or remediation systems

x Tracks and manages remediation efforts, including auto-escalation capability

Compliance Management

x Define complex security policies for individual or groups of assets
Identifies non-compliance issues and alerts administrators
Snapshot capability provides tracking of security posture over time
Data reporting and export tools included for regulatory compliance

X X %

Scanning Policy Controls

x Comprehensive group and host scanning policy controls
x Granular configuration of all assessment engine features
x Global, service, and protocol scanning exceptions to protect sensitive assets

Large Vulnerability & Configuration Database

x First commercial product to support the Open Vulnerability and Assessment
Language (OVAL) — OVAL definitions consumer and full results producer

x Performs unauthenticated and authenticated security scans — agentless

x Evaluates all modern operating systems including Windows, Linux, Solaris, HP-
UX, NetWare, Cisco I0S, BSD, MacOS, AS400, RS6000 and embedded systems

x Certified Common Vulnerabilities and Exposures (CVE) and Open Vulnerability
and Assessment Language (OVAL) compliant.

x Fully integrated Common Vulnerability Scoring System (CVSS)

Rich Reporting System
x Complex context-sensitive reports designed for executives through technicians
x Reports can be exported in common formats including HTML, CSV and PDF

Administration and Usage

Comprehensive user and group authentication and authorization controls
Detailed auditing, reporting, and alerting of ThreatGuard user activities
Supports ThreatGuard AppGate, HTTPS, SSH and serial administration
Navigator client program provides rich graphical interface for users

x
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Automatic Updates

x Automatic or scheduled updates via the web, internal server, or CD-ROM
x “Update Now" feature for quick update or complete server or client refresh

Architecture & Supported Platforms

x Server delivered as embedded Appliance — requires zero full time equivalents

% Virtualized software version available for smaller networks

x Java-based Navigator client runs on all JRE 1.4x and greater platforms

x Decentralized ThreatGuards can be organized hierarchically to provide
automatic aggregation of data showing enterprise security posture

% Includes SOAP server for integration with third-party products

x 3-year hardware warrant



