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Secutor Prime Professional

Datasheet

OVERVIEW

Secutor Prime Professional pushes Secutor Prime to a new level. Professional
includes all the powerful features of Prime and adds official OMB FDCC Deviation
Report generation and agentless assessments of remote targets. The Secutor
Prime product line was the first to support automated compliance evaluation,
deviation management, and remediation using the U.S. Government's new
automated content standard. Developed by the National Institute of Standards
and Technology (NIST) for the Federal Government, this standards-based
content represents the definitive guidance for Federal Desktop Core
Configuration (FDCC) and FISMA compliance assessment.

Key Features:

Generate OMB-Required FDC Deviations Report

x Identify and define deviations to the FDCC and generate the standard report
for submission to OMB
% Produces required XML file and a human-readable HMTL version

Manage Compliance from a Single Location

% Perform Secutor Prime compliance tasks on remote computers agentlessly
x Leverages the CPE standard to determine applicable benchmarks for targets
x Track deviations and generates assessment reports from a single desktop

Use of NIST Security Content Automation Files

x Direct consumption of NIST-developed S-CAP content files

% Provides mapping of security checks to CCE identifiers

% Provides runtime notes — allowing auditors and security engineers to verify
and validate assessment decisions

Security Patch Checks & Vulnerability Assessment

% Automatically determines if computers have all required security patches
x Performs vulnerability assessment of operating system and major applications
x Automated update system keeps application and assessment content current

Configuration and Security Remediation & Undo

% If discrepancies are discovered, Secutor Prime can automatically modify the
configuration and security settings to bring systems into compliance

% Secutor Prime can fix all problems or just those selected by the user

% Perform remediation undo of individual rules or full system restore

Standards-Based Assessment System

% Incorporates optimized XCCDF document parsing engine

% Supports OVAL version 5.x as a definitions evaluator

% Includes the first assessment engine to pass OVAL 5.0 certification testing
% Supports the CPE, CCE, CVSS, and CVE standards

Security Reporting & Data Export
% Includes HTML-based reports suitable for printing and drill-down
% Exports CSV, OVAL thin and full results files, compressed or uncompressed

Architecture & Supported Platforms

x Windows XP, Vista, 2003 Server, and 2000 - more as NIST releases content
x Requires Java Run-time Environment 1.4x or greater (included)



