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Datasheet

OVERVIEW

The Secutor Compliance Automation Toolkit (S-CAT) enables product
vendors to easily add NIST’s Security Content Automation Protocol
(SCAP) compatible compliance technology to their solutions. Over the
years, ThreatGuard has earned a reputation for developing superb technology
that embraces and enhances U.S. Government security standards. Our S-CAT
modules allow organizations to implement these standards in days rather than
the man-years required for custom development. The S-CAT modules are fast,
lightweight and include all the power and efficiency you've come to expect from
ThreatGuard. With ThreatGuard and S-CAT, implementing standard compliance
solutions has never been so easy.

How does it help me?

S-CAT is a collection of libraries and executables that work together to form a
comprehensive security compliance system. These development components
can be added to third-party systems and accessed directly by calling the S-CAT
API, scripted using the extensive command-line options, as a CGI binary, or
through access to our SOA-ready agent. Developers can customize solutions by
using only those components required to provide the desired functionality.

Capabilities and Features:

Compliance Auditing, Exceptions, and Remediation

x The fastest assessment and remediation engines in the industry

x Supports local exceptions-based policy deviations

x Extremely simple installation, including support for unattended installs such as
logon scripts or SMS jobs

x Based on first assessment engine to pass OVAL 5.0 certification

x Agent can be accessed directly via SOAP-RPC model or more efficiently via
local broker library (Available as: .Net assembly, CLI, CGI, Java jar)

% Standalone assessment library can easily be integrated with existing
environments and system agents via APIs or as a native executable

x Supports all platforms for which there are OVAL or XCCDF content, including
full FISMA checks for the OMB mandated platforms

x Integrated server support for multiple data store types: flat files, MSDE,
Sybase, Oracle, MySQL, etc.

x Results available as standards-compliant reports or raw XML data sets

x Includes a collection of pre-built products including HTML/DHTML reports, PDF
reports, CSV and XML exporting

Integration features

x SOA ready (supports SOAP-RPC)
x Supports agentless usage over the network for Windows, Linux, Solaris, HP-
UX and other operating systems and device types

Integration Environments

% .Net framework version 2.0 or greater or any Java Runtime Environment of at
least version 1.5



